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Authentication Cloud, Applied To Student Score Uploading

System

FEEHIL © =R

BN E iR E

B2 T E : HTMLS - Java ~ PHP

JHIERERES © Chrome - Firefox ~ JDK8 ~ Apache?

—~ &

HSET MR I E et e AN A E > HElNETERSEITH R > 572 EH
YN8 R 0RE AT RE R - B AR 5 AT & E e (R Ry — AEERE - IRIE TR M eE A B
fEfes (ACS) EfFL—EANMRENGIR TR - DU R des (El s B EL e P & Z AT 70 T
— R AR -

AREELIZL ST AT RY > RSB ERA S s ER e SRS i (FE) Z
[y Boss@iyaa iR o ERERE DAL SR N LEMRGEE - RE X L EFERES 2R EREE
e e o

ESS =R

User Server ACS

Useris a client to the Score Uploading Service

Register to ACS
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Profile Card

Register to ACS
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Profile Card

User has to share a session key with Server
to upload score

Request Session Key

Request Session Key

Mow User and Server have shared a kay
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Mow User and Server have shared a key

Encrypt data

ciphertext

Decrypt data,
Write to database

W= 1565b2ed36e84a2a36b3( | Submit

KEY= ale993753540c0cla56d1l7=8568a640a
IV= c7f3aB0c41f70ed4fafcbc931130760bE

User Server ACS
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Choose profile : | 2=#83 | profile_registered (4).card or Enter your ID in this computer :
Profile password : |sssesses
Load file
Profile ID: 3ddd47252598693212d737cda2e88c36d6010b827cb0b0f02e 1 afal4c1886e8d
Do MAKA
SessionKey: Oe89babe3a92aca82c06882¢c1064ba6f735b514b01a7845377a58bTad0ee 1401
Download new profile
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Example 1: Manual Input and Encrypt
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